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 Abstract - Cloud Computing is the delivery of computing as a service, which is 

specifically involved with Storage of data, enabling ubiquitous, convenient access to 

shared resources that are provided to computers and other devices as a utility over a 
network. Storage, which is considered to be the key attribute, is hindered by the 

presence of redundant copies of data. Data Deduplication is a specialized technique for 

data compression and duplicate detection for eliminating duplicate copies of data to 
make storage utilization efficient. Cloud Service Providers currently employ Hashing 

technique so as to avoid the presence of redundant copies. Apparently, there are a few 

major pitfalls which can be vanquished through the employment of a Nature - Inspired, 
Genetic Programming Approach, for deduplication. Genetic Programming is a 

systematic, domain - independent programming model making use of the ideologies of 

biological evolution so as to handle a complicated problem. A Sequence Matching 
Algorithm, Levenshtein‟s Algorithm and Sift3 Algorithm are used for Text Comparison 

and then Genetic Programming concepts are utilized to detect the closest match. The 

performance of these three algorithms and hashing technique are compared. Since bio-
inspired concepts, systems and algorithms are found to be more efficient, a Nature-

Inspired Approach for data deduplication in cloud storage is implemented. 
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INTRODUCTION 
 

Cloud has become inevitable in every enterprise chiefly for storing and ubiquitous retrieval of data. Cloud 

computing paradigm is chiefly used for storage purposes ranging from organizational data to personal data. So, 

storage becomes the key factor with respect to cloud computing, which is a costly attribute. Delivering robust 

yet high performance storage has been one of the greatest hardware and software challenges in the explosion of 

cloud computing. The most cited a complaint from the users of many leading Infrastructure-as-a-Service (I-a-a-

S) clouds is the poor storage performance (Hu, W., et al., 2010). Organizations have to pay a huge sum of 

money to the Cloud Service Provider, for each and every GB of memory utilized in cloud. An important 

obstacle to cost efficient cloud storage is the presence of multiple copies or duplicates, which emaciates the 

storage space to a great extent (Amrita Upadhyay, et al., 2012; Qinlu He, et al., 2010; Meyer, D.T. and W.J. 

Bolosky, 2011).  

To handle the problem of duplication in cloud, deduplication is being done. Only a single copy of each file 

or block is stored in order to eliminate the presence of redundant files (Iuon-Chanh Lin, Po-Ching Chien, 2012). 

This reduces additional requirements including space and bandwidth of data storage services. One commonly 

used method for deduplicating data relies on employing the Cryptographic Hash Functions to assign a value to 

each data and identify them with the identifier ()Joao Barreto,  et al., 2012). Though hashing is being used for 

deduplication, they were many instances where non-similar files were deleted because of a wrong notion of the 

hashing function. This led to data loss in turn brought down the reliability of the Cloud Service Providers. In 

order to avoid false positive and false negative data retrieval from records, Genetic Programming Approach 

(GP) is being used for Deduplication in databases (Moise´s G. et al., 2012; Shanmugavadivu, P., N. Baskar, 

2012). The proposed work aims at extending the GP approach for Automated Deduplication of files in Cloud 

Storage. The proposed framework works in the I-a-a-S layer of the Cloud Server and it is abstracted from the 

Cloud User. The GP algorithm gains its inspiration from population genetics which includes heredity, gene 

frequencies, population level evolution and most importantly the Mendelian understanding of the structures such 
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as genes, chromosomes, alleles) and mechanisms which include mutation and recombination. This is known as 

the new (or) modern synthesis of evolutionary biology (Banzhaf, W., et al., 1998). 

 This paper proposes a novel framework in which text matching algorithms which includes Sequence 

Matching Algorithm (SM), Levenshtein Algorithm, (Fred, J., Damerau, 1964) and Sift3 Algorithm along with 

GP approach for Deduplication. The proposed framework has shown competitive performance compared to the 

Hashing Technique. 

 

Hashing for Deduplication: 

Fig.1 depicts the Deduplication System using Hashing Technique. One of the commonly employed forms of 

Data Deduplication in Cloud Storage works by comparing each and every chunk of data or a file as a whole to 

detect duplicates.  

 

 
 

Fig. 1: Flow Chart of Hashing Technique for Deduplication 

 

This is implemented by assigning an identifier (metadata) for each chunk of data or a file, calculated by 

using cryptographic hash functions (Amrita Upadhyay et al., 2012; Qinlu He, et al., 2010). In many 

Deduplication implementations, an assumption is made about the identification of duplicates. The assumption is 

that, if the identifiers are identical, the data is identical. There are two different implementations, in one, a given 

identifier already exists in the deduplication namespace (assumption) and in the other, the identity of the two 

blocks of data is verified. Depending on the approach, the duplicate chunk is replaced with a link or the new file 

is deleted (Amrita Upadhyay et al., 2012). Though several hashing algorithms were used for deduplication of 

files in Cloud Storage, SHA-1(Secure Hash Algorithm – 1) is the most commonly used algorithm which 

produces a 160 bit Hash value for each file. The major setback of using hashing for deduplication is the high 

probability of collision (the false identifications -false positives & false negatives), the need to allocate 160 bits 

for storing the hash value and high computational resource intensity in case of using strong and weak hashes. 

Collision may even lead to data loss which brings down the reputation of the Cloud Service Provider (Hu, W., et 

al., 2010). 

 

Nature-inspired Deduplication Framework: 

In the Proposed, Nature-Inspired Deduplication Framework (NIDF) GP approach forms a part of the 

automated services provided by the Cloud Server. The Deduplication Service of the Cloud Server is present in 

the Infrastructure-as-a-Service layer of the Cloud. Fig. 2 depicts the Deduplication Framework. 

The main objectives of the NIDF are: To provide a reliable system for identifying duplicates in the Cloud 

Server and making it a prerequisite to add files to the Cloud Storage, To perform Destination Deduplication in 

the Infrastructure-as-a-Service layer, with maximum efficiency by avoiding false positives and false negatives, 

To efficiently utilize Cloud Storage by introducing GP approach for deduplication in Cloud Server abstracting it 

from the Cloud Users, thus increasing the credibility of the Cloud Service Provider. Since there is no human 

intervention in the identification of duplicates, framework is more reliable and efficient. There is very less or 

even no chance for false positives and false negatives and it does not pave way for malfunctioning. This makes 

Genetic Programming approach stand out from all the other solutions for avoiding the unnecessary presence of 

multiple copies of files in Cloud Storage. 
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Fig. 2: Overall Architecture of Deduplication Framework 

 

Generally, Deduplication can be done at the source or destination. NIDF involves destination deduplication 

since there is less overhead. In case of Source deduplication, all the files in the Cloud Storage have to be sent 

through a network to the Cloud User (Source) which causes an unnecessary overhead and bandwidth wastage 

(Meyer, D.T. and W.J. Bolosky, 2011). 

The end user of the Cloud Storage can possess a computing device such as a PC or a Laptop or a PDA. 

Whenever a file is uploaded by the user, Destination Deduplication using Genetic Programming Approach is 

performed automatically in the Cloud Server and the file is either stored in Cloud or the user is prompted about 

the presence of a duplicate. 

 

Genetic Programming: 

Genetic Programming Approach is a Technique involving Evolutionary Computation, in which 

computational programs are considered to be the individuals (Banzhaf, W., et al., 1998). The above said theory 

is based on Genetic Algorithm (GA) that was proposed in the year 1975, by John Holland. GP which was 

developed by John Koza (1992) is considered to be an effective paradigm of research in Machine Learning and 

Artificial Intelligence. This has been studied in various areas of knowledge, which includes: data mining, 

optimization tasks, digital circuits and molecular biology.  

According to Darwin‟s Theory of Natural Selection, those individuals that get better accustomed to the 

environment surrounding them, have better chances of survival. The descendents attain certain genetic 

characteristics from their ancestors, and will experience modifications to better acclimatize to the dynamic 

surroundings. After several generations, this population reaches a natural evolution. The evolutionary genetic 

operations function over a group of individuals which forms a population of programs that are polymorphic and 

of varying sizes. The initial population must be diverse enough, such that the individuals possess almost all of 

the characteristics that are inevitable to find a solution to the problem, because the probability of the appearance 

of a characteristic that is not present in the initial population is very minimal during the evolutionary process. 

Fig. 3 Depicts the Working Strategy of Genetic Programming. 

 

 
 

Fig. 3: Working Strategy of GP 
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The process of evolution in GP is shouldered by a fitness measure that ascertains the ability of an individual 

ability to find an optimal solution to a complicated problem. Better fitness value is obtained by those individuals 

that have the ability to solve the problem better and consequently, they have bright chances to be nominated for 

being an individual in the next generation. The Domain of problem taken into account decides the choice of the 

fitness function (Banzhaf, W., et al., 1998). In order to provide good results, selection of appropriate, good 

function is essential. The right time to apply the genetic operators commences once the individuals are 

nominated and selected for the next generation. The Genetic Operations include the following: Reproduction – 

replication of an to the upcoming generation, without any modification; Crossover – Two off springs are 

produced as a result of the recombination of two programs and Mutation – Replacement of a new sub-tree by a 

part of a program which is randomly selected. These processes are reiterated until an optimal, satisfactory 

solution is achieved or till the stop criterion is reached.  

 

The Pseudo Code for Genetic Programming is as follows: 

1. Randomly generate an initial population 

2. Repeat until the best solution or a stop criterion is reached. 

2.1 Evaluate of each individual by means of the fitness function. 

2.2  Select a subgroup of individuals onto which genetic operators are to be applied 

2.3  Apply the genetic operators 

2.4 Replace the current population by the new population 

3. End 

 

4.  Text Comparison Algorithms: 

A. Sequential Matching: 

The Sequential Matching algorithm is an Equivalent of Diff command (Linux) in Java. It performs 

Syntactic Sequential Matching. The content of the file is converted into tokens using String Tokenizer. These 

tokens are stored in two different String Arrays. The tokens are sequentially compared and in case of difference, 

a count is incremented. The number of differences is considered to be the fitness value of that particular file. 

 

B. Levenshtein’s Algorithm: 

In order to change one string to another, a metric known as  Edit distance (ED) or Levenshtein distance or 

evolutionary distance is being used in information retrieval. This denotes the number of edits which comprises 

of the number of insertions, deletions and substitutions. ED is the commonly employed measure to express the 

differences between two strings. This was defined by Levenshtein in 1966 and elaborated by Navarro & 

Raffinot in 2002. The Levenshtein distance ld (x, y) between strings x and y , the minimum cost of a sequence 

of editing steps required to convert x into y. where x= x1 ... xm; y = y1 ... yn. The alphabet Σ of probable 

characters ch gives the set of all probable sequences. ED can be computed using dynamic programming (Faritha 

Banu, A., et al., 2013). This algorithm is capable to finding the minimum value required for insertion, deletion 

and substitution of a character to a word in order to obtain the original word. 

Fig. 4 depicts the Levenshtein distance matrix for the strings "DFGDGBDEGGAB" and 

"DGGGDGBDEFGAB" with the minimum Levenshtein distance position highlighted. The edit distance 

determines the extent to which insertion, deletion or substitution operation has to be performed on the given 

string to obtain the required string. 

 

 
 

Fig. 4: A Sample Edit Distance Matrix 

 

The Pseudo Code for Levenshtein Algorithm is as follows: 

1. Set n to be the length of s and m to be the length of t. 

If n = 0, return m and exit. 
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If m = 0, return n and exit. 

Construct a matrix containing 0..m rows and 0..n  columns. 

2. Initialize the first row to 0..n.and the first column to 0..m. 

3.   Examine each character of s (i from 1 to n) 

4. Examine each character of t (j from 1 to m). 

5. If s[i] equals t[j], the cost is 0 and If s[i] doesn't equal t[j],  the cost is 1. 

6. Set cell d[i,j] of the matrix equal to the minimum of: 

a. The cell immediately above plus 1: d[i-1,j] + 1 

b. The cell immediately to the left plus 1: d[i,j-1] + 1 

7. After the iteration steps (3, 4, 5, 6) are complete, the distance is found in cell d[n,m].  

 

The above mentioned algorithms were implemented for comparing the text of the files in the Cloud Storage.  

The value / outcome of these algorithms are utilized to perform Genetic Programming to determine the Best 

Individual, which is the closest match to the input file. 

 

C. Sift3 Algorithm: 

The main objective of Sift3 Algorithm is to find the edit distance of strings similar to that of Levenshtein‟s 

Algorithm in an efficient manner. It is a superfast algorithm which can compute the values 13.5 times faster than 

Levenshtein‟s Algorithm. The intricacies of the Levenshtein‟s algorithm are avoided and a faster way to 

compute the edit distance is devised in this algorithm. 

 

5.  GP Approach for Deduplication: 

Genetic Programming (GP) is a methodology involving characteristics of biological evolution to solve 

computer programs that perform custom-defined tasks (Banzhaf, W., et al., 1998). This approach can be utilized 

for the deduplication of files in Cloud Storage. A fitness function is a predefined objective function that is used 

to find an aggregate, as a single figure of merit, which defines the closeness of the given design solution in 

achieving its set of objectives. It indicates how well a program is able to solve the given problem (Banzhaf, W., 

1998). Fig. 5 Depicts how a tree is formed with fitness values of the files and how the best individual is 

identified. 

 

 
 

Fig. 5: Identification of Best Individual in GP Approach 

 

Evolutionary processes of reproduction, mutation, and cross over takes place whenever necessary in order 

to find the best individuals of each generation. If the fitness value of the best individual reaches the maximum, it 

is said to be a duplicate and it is not accepted into the Cloud Storage. Else, the file is added to Cloud Storage. 

Thus, Storage is efficiently managed. The advantage of using GP approach is that in case of absence of an exact 

match, the closest match can be found. Fig. 6 Illustrates the Flowchart of NIDF. 
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Fig. 6: Flowchart of NIDF 

 

The User must login with the credentials and must select an appropriate file from the Personal Computer. 

The Cloud User must be unaware of the deduplication taking place but must be intimated if the file is added or 

rejected. False users have to be identified by the Cloud Server and should not be allowed to access the files in 

the cloud. In case of a unique input file, it has to be added to Cloud Storage. A file population is formed 

initially. The input file and the Cloud files are converted to a common format and the files of same size are 

filtered out. Other files are ignored. The filtered files are given a initial fitness value of zero. Then, the content 

of the files are matched using one of the three algorithms mentioned and the fitness value is updated. A tree if 

formed with the obtained fitness values and the best individuals of the generation are identified. Based on misfit, 

selection is done and the individuals are reproduced to form the next generation. This is done iteratively till the 

single best individual is identified. If the individual‟s fitness value if found to be the maximum, expected value, 

the file is a duplicate. If the value is almost nearer to the maximum, it is the closest match among the set of files 

in Cloud Storage. If not, the file is found to be unique and added to Cloud Storage. 

 

RESULTS AND DISCUSSION 

 

The performance of the proposed NIDF is assessed based on several parameters. A set of several files of 

varying sizes and formats is considered to be the data set for assessment. For assessing the performance of 

deduplication of records in databases, Precision, F-measure and Recall are the parameters used for comparison 

(Moise´s G. et al., 2012; Faritha Banu, A., C. Chandrasekar, 2013). In addition to these parameters, time taken 

to identify the duplicates can also be considered to make the comparison more vivid and effective. In the 

experiments presented in this paper, we have used the F-measure. It is the harmonic average of precision (P) and 

recall (R) metrics. It is commonly employed for assessing information retrieval systems (Moise´s G. et al., 

2012).  
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Precision and Recall are defined by means of assessing a set of retrieved documents as well as relevant 

documents. In information retrieval contexts, Precision is the ratio of retrieved documents that are 

corresponding to the expected outcome. It is also known as Positive Predictive Value (PPV). Recall is the ratio 

of the documents that are corresponding to the query and are retrieved successfully. It is also known as True 

Positive Rate (TPR) or Sensitivity.  

In short, the parameter high recall typically illustrates that an algorithm provided the results that are more 

relevant, while the parameter of high precision depicts that an algorithm had provided us with substantially more 

relevant or accurate results than those that are irrelevant. Traditional F-Measure or Balanced F-Score is 

calculated by computing the harmonic mean of precision and recall (Moise´s G. et al., 2012). Since P and R 

cannot individually determine the performance effectively, F-measure evenly weighs the two parameters and 

gives a single metric. These three parameters can symbolically be represented as:  

 
Where, tp – true positives, fp – false positives, fn – false negatives. 

 
Table I: Mean Tine Taken For Text Matching 

Text 
Matching Algorithm 

Mean Time Taken (ms) to find the difference between the input file and a File in Cloud Storage 

10 KB 25 KB 50 KB 75 KB 100 KB 

SM Algorithm 103 202 397 472 548 

Levenshtein Algorithm 764 1576 3675 4421 5167 

Sift3 Algorithm 49 104 164 199 235 

 

Table I and Fig. 7 depict the Mean time taken to find the difference between the input file of 20 KB size 

and a file in Cloud Storage of varying sizes. 

The time taken by the Sequential Matching Algorithm (SM) Levenshtein Algorithm and Sift3 Algorithm 

are compared in the order of milliseconds. It is evident from Table I and Fig. 7 that Levenshtein‟s Algorithm 

took the maximum amount of time to perform the comparison whereas Sequence Matching Algorithm and Sift3 

Algorithm consumed very less time in comparison to Levenshtein‟s Edit Distance Algorithm. On comparing 

SM Algorithm and Sift3 Algorithm, the latter proved to be the fastest consuming very less time of the order of 

only a few milliseconds. Fig. 8 depicts the Mean Time Taken to find a duplicate of the input file from a set of 

100 files in Cloud Storage. 

 

 
 

Fig. 7: Mean Time taken to find the difference between two files 
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Fig. 8: Mean Time taken to identify the duplicate 

 

Here, the existing Hashing Technique, GP with Sequential Matching Algorithm, GP with Levenshtein 

Algorithm and GP with Sift3 Algorithm are compared. On applying GP approach along with Sequential 

matching or Sift3, the time taken for deduplication is in the order of only a few hundred milliseconds which is 

much less than that of the hashing technique.  

In contrast, Levenshtein Algorithm takes approximately twice the time taken by Hashing. This implies that 

Genetic Programming does not consume much time but the syntactic matching algorithm‟s time complexity 

contributes to the time taken for identifying the duplicates. Fig. 9 depicts the comparison of precision with 

which the Deduplication Approaches work.   

 

 
 

Fig. 9: Comparison of Precision 

 

Though, time is an important factor to be considered in solving any problem, accuracy is much more 

important. It decides the efficiency of the problem solving approach. The precision values stretch out in the 

interval 0 to 1. It is evident that GP with Levenshtein Algorithm has the highest precision (1) among the four 

Deduplication Approaches followed by GP with Sift3 Algorithm (0.75) and then comes GP with SM (0.65). The 

algorithms that are equipped with GP have higher precisions than the Hashing Technique (P – 0.2). This implies 

that the number of false positives is less in GP Approach which implies that it is more reliable. Fig. 10 depicts 

the comparison of recall values with which the Deduplication Approaches work. 
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Fig. 10: Comparison of Recall 

 

The recall values stretch out in the interval 0 to 1. It is evident that GP with Levenshtein Algorithm has the 

highest recall value of 0.9 on comparing with the other three  approaches. It is followed by GP with Sift3 

algorithm (R - 0.78) and then Sequential Matching (SM) algorithm (R – 0.75), which is also higher than the 

Hashing Technique (R – 0.23). It is clear that the three algorithms that are equipped with GP approach have 

higher recall values than the Hashing Technique. The high recall values imply that the number of false negatives 

is very less in Genetic Programming Approach making it efficient. Fig.11 depicts the comparison of F-Measure 

of the Deduplication Approaches. 

 

 
 

Fig. 11: Comparison of F-Measure 

 

F-Measure is the metric used to weigh precision and recall equally. The F values stretch out in the interval 0 

to 1. It is evident that GP with Levenshtein Algorithm has the highest F value of 0.95 with respect to the other 

three approaches. It is followed by GP with Sift3 (F – 0.77) and then comes SM Algorithm (F – 0.7). It is clear 

that the three algorithms that are equipped with GP approach have higher F values than the Hashing Technique 

(F – 0.23) implying that Genetic Programming Approach is much more efficient when compared to the currently 

employed Hashing Technique. 

 

Conclusion and Future Work: 

Nature - Inspired algorithms and approaches being efficient for optimization, has been applied in a large 

number of domains for problem solving. GP approach is one such technique proposed for deduplication in 

Cloud Storage. The main scope of this paper rests with all Cloud Service Providers and Cloud Users as it 

encounters the basic constraints in storage space posed by the presence of duplicates. By introducing this 

approach, the Users will be able to make efficient use of the space provided by costly Cloud Providers as they 

have to pay a huge sum of money for the space being used. The Providers will be benefitted as more space is 

available for storing relevant data by this automated approach. This in turn increases the credibility and 
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reputation of the Cloud Providers as they provide a stable, efficient storage medium for the users. From the 

implementations and results obtained, it is observed that the proposed approach yields promising results for 

deduplication. This work can further be extended to a variety of file formats including images and video file 

formats by utilizing appropriate signal processing techniques. 
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